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a b s t r a c t 

An IEEE 802.11ah network has been designed to service a wide range of sensor network applications 

where a single access point (AP) covers a transmission range of up to 1 km and needs to support 

more than 80 0 0 nodes. As a result, it has much more hidden node pairs compared to conventional 

802.11a/b/g/n/ac networks. In addition, since nodes in power saving mode wake up simultaneously to 

send frames after receiving a beacon frame from the AP, the hidden node problem can become worse, 

resulting in frequent packet collisions and performance degradation. The 802.11ah standard proposes a 

group-based contention scheme to resolve the performance degradation problem, but it cannot resolve it 

appropriately. 

In this paper, we analyze the harmful impact of the hidden node problem on network performance and 

propose a new grouping algorithm to alleviate the performance degradation. Our proposed hidden matrix 

based regrouping (HMR) algorithm first finds hidden node pairs, and generates a hidden node matrix 

accordingly. Then it regroups hidden nodes to alleviate the hidden node problem using the hidden node 

matrix. Through extensive simulations, we show that our HMR algorithm eliminates most of hidden node 

pairs, thereby improving the performance of the 802.11ah network significantly in terms of the number 

of hidden node pairs and power-save poll (PS-Poll) transmission end time. 

© 2016 Published by Elsevier B.V. 
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1. Introduction 

An IEEE 802.11 Wireless Local Area Network (WLAN) is one

of most popular wireless communication systems in use. 802.11

WLAN systems operate in industrial, scientific, and medical (ISM)

bands, such as 2.4 GHz and 5 GHz bands, which are error prone

due to the interference from other devices that use the same band.

In addition, as many 802.11 WLAN systems are deployed at hot-

spot areas, they suffer from severe congestion, and the backward

compatibility is a big issue whenever a new WLAN system is in-

troduced. 

The IEEE 802.11ah Task Group (TGah) has defined a new WLAN

standard, which operates at sub 1 GHz ISM bands. It aims to ser-

vice a wide range of sensor network applications such as smart

grid, and supports an efficient power save mode. Due to the su-

perior propagation characteristic of a low frequency spectrum, the

802.11ah provides a much longer transmission range, i.e., 1 km,
∗ Corresponding author. 
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ompared to 802.11a/b/g/n/ac WLANs, enabling an access point

AP) to support more than 80 0 0 nodes [1] . 

One of the most important challenges in the 802.11ah is that

t suffers from the severe hidden node problem [2] . The probabil-

ty that any two nodes become hidden from each other increases

p to 41% in the case when the network is randomly deployed

3] . For the deployment of 80 0 0 nodes, the expected number of

idden node pairs reaches 1,311,836. In addition, this problem can

e exacerbated especially when the power saving mode is active.

ince most of nodes in an 802.11ah network operate in power save

ode, they wake up and listen to the AP’s beacon at the same

ime, and attempt to transmit power-save poll (PS-Poll) frames, re-

ulting in many collisions. 

To minimize such collisions, the 802.11ah proposes a group

ased contention scheme [4] where each node is allocated to a

roup, and contends with other nodes within the same group. Pre-

ious studies have focused on improving the performance of the

roup based contention scheme [5–7] . They adjust the number

f contention groups or the duration of a restrict access window

RAW) size to achieve optimal performance. In these works, it is

ssumed that the network is fully connected, i.e., so no hidden

http://dx.doi.org/10.1016/j.comnet.2016.05.011
http://www.ScienceDirect.com
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Fig. 1. Channelization for IEEE 802.11ah in the United States. 

Table 1 

Time Parameters of IEEE WLANs. 

μs 11a 11b 11n 11ac 11ah 

T SIFS 16 10 16 16 160 

T DIFS 34 50 34 34 264 

Backoff slot time ( σ ) 9 20 9 9 52 
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1 The modified frame format is called a green field system. 
2 If 802.11ah uses a normal ACK, its transmission time is 480 μsec. 
ode problem occurs. This means that currently available group-

ased contention mechanisms are not able to solve the hidden

ode problem properly although the performance enhancement of

he 802.11 access scheme is important research area [8–10] . 

Extensive researches on solving the hidden node problem in

02.11 networks have been performed, and most of these works

ave been designed to find hidden node pairs first in a given net-

ork [11,12] . In [11] , the authors have proposed a hidden node pair

etection method that uses a clear channel assessment (CCA), but

ts effectiveness is limited due to the imperfect CCA information. In

12] , a time difference-based detection mechanism that needs the

elp from neighboring APs has been proposed, but having such a

onfiguration is not practical in 802.11ah networks. 

In this paper, we first analyze the performance degradation due

o the hidden node problem in 802.11ah networks, and propose

 new grouping algorithm, termed hidden matrix-based regroup-

ng (HMR) algorithm, to alleviate this problem. Our proposed algo-

ithm running at the AP first detects hidden node pairs by using

he time difference of PS-Poll transmission times. Then it creates

 hidden node matrix where each element value is easily obtained

rom PS-Poll transmission times. Finally, it moves nodes experienc-

ng the hidden node problem into another group one by one, in the

rder of experiencing hidden nodes in number. Through extensive

imulations, we confirm that our proposed algorithm significantly

educes the total number of hidden nodes, leading to performance

mprovement in terms of PS-Poll transmission end time and the

umber of retransmissions. 

The rest of the paper is organized as follows. In Section 2 ,

e briefly describe the 802.11ah standard and the system model

n Section 3 . We analyze the PS-Poll transmission end time in

ection 4 , and propose our hidden matrix based regrouping (HMR)

lgorithm in Section 5 . After evaluating the proposed scheme in

ection 6 , we conclude our paper in Section 7 . 

. IEEE 802.11ah: overview 

The IEEE 802.11ah standardization project has been in progress

nd its fifth draft was published in 2015 [4] . 

A key difference of 802.11ah from conventional WLANs is the

and in which it operates. While conventional 802.11 WLANs op-

rate in 2.4 GHz and 5 GHz bands, 802.11ah operates in sub 1

Hz license-exempt bands. Owing to the good channel propagation

haracteristics of the sub 1 GHz bands, the transmission range of

n 802.11ah AP is larger than those of conventional 802.11 WLAN

Ps [13] . For instance, a single 802.11ah AP can cover up to 1 km

n an outdoor area [14] , which is much longer than other 802.11

Ps in 2.4 GHz and 5 GHz bands. The unique features of 802.11ah

pen its use cases in smart grid, indoor health-care systems, and

ellular systems. 

The following are major requirements for an 802.11ah sys-

em [15] : i) Its maximum physical (PHY) data rate is of at least

00 kbps with a coverage of 1 km, ii) an 802.11ah AP supports a

aximum of 8,191 nodes, iii) an 802.11ah system harmonizes with

EEE 802.15.4 and IEEE 802.15.4g systems, and iv) it supports an

nhanced power saving mode. 

.1. PHY layer 

Basically, the PHY layer in an IEEE 802.11ah system is a down-

locked version of an IEEE 802.11ac system. The 802.11ah standard

upports 1 MHz, 2 MHz, 4 MHz, 8 MHz and 16 MHz bandwidths,

here the 2 MHz bandwidth is the basic one consisting of 64 sub-

arriers and the subcarrier spacing is of 31.25 kHz. The 802.11ah

ystem uses normal- and double-length cyclic prefixes (CPs) to

over wide outdoor areas [16] . It also supports a 1 MHz mode PHY
ith 32 sub-carriers and a 2 × repetition code that enables to ex-

end its transmission range further. 

The license-exempt bands in sub 1 GHz are different in differ-

nt nations. For instance, they are 902–928 MHz with bandwidths

f 1, 2, 4, 8, and 16 MHz in the United States, and 917.5–923.5 MHz

ith bandwidths of 1, 2, and 4 MHz in Korea. Fig. 1 shows an chan-

elization example in the United States [17] . Because of a small

andwidth per channel, 13 independent channels exist with 2 MHz

andwidth. 

.2. MAC layer 

The media access control (MAC) layer of the 802.11ah standard

ncludes several enhancements and tailored features that target

ach use case. 

.2.1. Timing parameters 

The extended coverage has a disadvantage due to the prolonged

ropagation delay. Therefore, 802.11ah has to use longer time in-

ervals for short inter-frame spaces (SIFS), distributed coordination

unction (DCF) inter-frame spaces (DIFS), and idle slot times, com-

ared to those of IEEE 802.11a/b/n/ac systems. Table 1 compares

he parameters modified in the 802.11ah standard. 

.2.2. Maximum number of nodes 

Another enhancement in 802.11ah is the number of nodes cov-

red by an AP. To cover a large area, an 802.11ah AP needs to

upport a large number of nodes. To this end, the 802.11ah sys-

em uses a 13-bit association identifier (AID), thereby support-

ng 8191 nodes (i.e., 2 13 − 1 ) at its maximum, which is about

our times greater than those of conventional WLAN networks, i.e.,

007 nodes [18] . 

.2.3. Frame format 

The 802.11ah system reduces the sizes of the PHY and MAC

eaders. Actually, a modified frame format 1 was proposed as an

ptional feature in the 802.11ac standard. However, it is not widely

sed due to the backward compatibility. On the other hand, since

02.11ah is free from this issue, it can use a reduced frame format.

wing to the new frame format, the size of the acknowledgement

ACK) frame has been also reduced to the ACK transmission time

f 240 μsec. 2 
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Fig. 2. Example of a beacon interval in 802.11ah. The beacon contains a TIM. RAW1 

and RAW2 are used to send PS-Poll frames and buffered data frames, respectively. 

There are six slots in RAW1 because the considered number of groups is six. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 3. Example of an 802.11ah network. The AP and all the nodes have the trans- 

mission range of R . 
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2.2.4. Channel access 

The channel access in 802.11ah is a combination of a centralized

scheduling and the DCF medium access technique. A beacon inter-

val is divided into several RAWs. All the nodes wake up every tar-

get beacon transmission time (TBTT) to listen to the beacon frame

that contains the start timing and duration of each RAW within the

beacon interval. This is the centralized scheduling part by the AP.

Each node enters sleep state and wakes up again at the assigned

RAW, and it uses DCF within the RAW. 

2.2.5. Power save mode 

In power save mode, a node is in sleep state most of the time.

It wakes up every TBTT to check whether the AP has waiting pack-

ets destined for it. The AP broadcasts a traffic indication map (TIM)

through a beacon frame at TBTT, and the TIM carries the informa-

tion on nodes that the AP has packets destined for. To receive a

packet, each node in the list sends a PS-Poll frame to the AP dur-

ing the allocated RAW. 3 When the AP successfully receives a PS-

Poll frame, it replies with an ACK to confirm its reception. Then the

node that has received the ACK goes into sleep state, and wakes up

to receive the buffered packet from the AP when the next allocated

RAW comes. 

2.2.6. Group based contention 

Since there are a large number of nodes in power save mode,

too many nodes wake up simultaneously and send PS-Poll frames,

resulting in increased collision and degraded throughput. To solve

this problem, 802.11ah defines a grouping method, where the AP

divides all the nodes into several groups and allocates a non-

overlapping period to each group. Therefore, each node contends

with nodes within the same group during the assigned time pe-

riod of a slot. 4 

Each node wakes up at the beginning of the assigned slot. The

AP sends a synch frame when the channel is idle. Then all the

nodes in a same group synchronize with each other and become

ready to access the channel. 

Using a simple modulo operation, the AP divides all the nodes

into several groups. Let G n denote the group index for node n , de-

fined as 

G n = (A n mod N group ) + 1 , (1)

where A n and N group denote the AID of node n and the number of

groups, respectively. The group number for each node is informed

through the TIM [16] . 

Fig. 2 depicts an example of a beacon interval. In this example,

there are two RAWs and six slots in RAW1, i.e., N group = 6 . RAW1

and RAW2 are used to send PS-Poll frames in uplink and buffered
3 Other nodes that are not listed enter sleep state instantly and sleep until the 

next TBTT. 
4 A conventional 802.11 system uses the term ‘slot’ as idle slot for channel access. 

In this section, we use this term as subperiod in a RAW. 

n  

m  

e  

s  

e

ata frames in downlink, respectively. The AP broadcasts a bea-

on including TIM at TBTT. Through TIM, each node knows its own

roup number and whether the AP has buffered packets for it. The

odes for which the AP has packets buffered wake up at their cor-

esponding slots to send PS-Poll frames, and only the nodes that

ave received ACK frames from the AP wake up again at the RAW2

o receive the buffered packets. The other nodes enter sleep state

nd sleep until the next TBTT. 

. System model 

We consider an 802.11ah network with N nodes and a single

P. The AP is plugged into an electric outlet while all the nodes

re battery powered. We assume the nodes operate in power save

ode, and they are uniformly distributed within the AP coverage

ith no mobility. 

To investigate the hidden node problem, we consider PS-Poll

rame transmissions (i.e., uplink) that are normally sent in the first

AW. Each node periodically wakes up at TBTT to check whether

he AP has buffered packets for it. The node with packets to receive

rom the AP transmits a PS-Poll frame. Otherwise, it goes back to

leep state until the next TBTT. After sending the PS-Poll frame, if

he node fails to receive an ACK frame, it retransmits the PS-Poll

rame again and again until the number of retransmissions reaches

 predetermined retry number. When the node receives an ACK

rame, it waits in sleep state and wakes up to receive the buffered

acket at the next RAW. This means that the number of nodes that

ttempt to transmit PS-Poll frames is reduced by whenever the PS-

oll and ACK exchange is successful. 

Fig. 3 shows an example of an 802.11ah network with one

P and ten nodes where R denotes the AP’s transmission range.

ix nodes wake up to receive buffered packets from the AP, and

he other four nodes remain in sleep state. Among the six nodes

wake, the two nodes have already finished the PS-Poll and ACK

xchange, three nodes are backing off, and one node is transmit-

ing its PS-Poll frame. The nodes that have successfully sent the

S-Poll frame remain in sleep state again until the next RAW for

ata transmission. 

. PS-Poll transmission end time analysis 

This section analyzes the PS-Poll transmission end time with

nd without hidden nodes in an 802.11ah network. In the 802.11ah

etwork, most of nodes are in power save mode and many of them

ay be hidden from each other, and nodes can only transmit pack-

ts during their allocated RAWs. Therefore, the PS-Poll transmis-

ion end time is important in allocating a proper time period to

ach RAW. 
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.1. Probability model and duration parameters 

The 802.11ah system still uses the same channel access protocol

f DCF as in the existing standards. Our analysis model is based on

ianchi’s throughput analysis [19] and Chatzimisios’s delay analysis

20] that use the Markov chain model. This section briefly summa-

izes several probabilities and duration parameters to get the PS-

oll transmission end time. 

Let p and τ denote the conditional collision probability that a

acket transmission experiences collision and the probability that

 node attempts transmission in a randomly chosen time slot, 5 

espectively. We get τ from the steady state probabilities b i, k at

he backoff stage i and the backoff counter k of the Markov chain,

iven as 

= 

m ∑ 

i =0 

b i, 0 = 

2(1 − 2 p) 

(1 − 2 p)(C min + 1) + pC min (1 − (2 p) m ) 
, (2) 

here C min and m are the minimum contention widow size and

he maximum backoff stage, respectively. In general, p is a function

f τ , which is given by 

p = 1 − (1 − τ ) N−1 . (3)

From this, we can calculate the probabilities P tr , P s , and P c ,

hich denote the probabilities that at least one node transmits a

acket in a slot time, the packet transmission is successful, and the

ransmission collides with other transmissions, respectively, as fol-

ows. 

 tr = 1 − (1 − τ ) N , (4) 

 s = 

N · τ · (1 − τ ) N−1 

P tr 
, (5) 

 c = 1 − P s . (6) 

Let T s and T c denote the durations of a successful packet trans-

ission and a packet collision, respectively. We obtain the duration

arameters as 

 s = T DIF S + T H + T D + T SIF S + T ACK , (7) 

 c = T DIF S + T H + T D + T SIF S , (8) 

here T DIFS , T H , T D , T SIFS , and T ACK are the durations of the DIFS,

acket header, data, SIFS, and ACK frame, respectively. 

.2. End time analysis 

Since a RAW for PS-Poll transmissions allows each node to

ransmit only one PS-Poll frame, a node that succeeds in PS-Poll

ransmission goes into sleep state again until the next RAW be-

ins. Therefore, we define the PS-Poll end time as the time when

ll the nodes in a group successfully exchange their PS-Poll and

CKs with the AP. 

Let F N denote a random variable for the PS-Poll transmission

nd time when there are N nodes, which is the sum of each node’s

S-Poll transmission end time. Then we obtain the average E [ F N ] as

[ F N ] = 

N ∑ 

n =1 

E[ D n ] , (9)

here D n denotes the duration for a first successful PS-Poll and

CK exchange when there are n nodes in the network. The dura-

ion consists of the waste time due to idle slots and collisions, and

he period for a successful PS-Poll transmission. Then we have 

[ D n ] = E[ X 

n ] · E[ T n slot ] + T s , (10)
5 The term ‘slot’ in this section indicates an idle slot for channel access. 
here X 

n and T n 
slot 

represent random variables for the number of

lot times and the length of a slot time, respectively, that are re-

uired for a first successful PS-Poll transmission when n nodes are

ontending. 6 Note that the durations for idle slots and collisions

re counted in X 

n and T n 
slot 

. Since X 

n consists of idle slots and col-

isions, we have 

[ T n slot ] = P ( idle | no success ) · σ + P ( collision | no success ) · T c , 

(11) 

here σ is the duration of a backoff slot time and 

P ( idle | no success ) = 

1 − P tr 

1 − P s P tr 
, (12) 

P ( collision | no success ) = 

P tr (1 − P s ) 

1 − P s P tr 
. (13) 

After obtaining E [ X 

n ] for 1 ≤ n ≤ N , we then calculate the aver-

ge PS-Poll transmission end time. We begin with the initial case

 [ X 

N ] where all N nodes start to contend after receiving a synch

rame. Let X n 
i 

denote a random variable that represents the num-

er of slot times that are required for a first successful PS-Poll

ransmission when n nodes are contending at the backoff stage i .

ince all the nodes simultaneously start to contend at the back-

ff stage 0 in this case, the average number of slot times becomes

[ X N ] = E[ X N 0 ] . 

According to the definition of X n 
i 
, its expectation is given by 

[ X 

n 
i ] = 

m ∑ 

j= i 
P n s, j · E[ W 

n 
j ] , (14)

here P n 
s, j 

represents the probability that the first PS-Poll transmis-

ion succeeds in the j th backoff stage when there are n contending

odes, and W 

n 
j 

represents a random variable for the number of slot

imes wasted before the first successful PS-Poll transmission when

here are n nodes at the backoff stage j . We obtain P n 
s, j 

as 

 

n 
s, j = p j · P s . (15)

he average number of slot times E[ W 

n 
j 

] is given by 

[ W 

n 
j ] = 

C j −1 ∑ 

x =0 

x 

C n 
j 

(
(C j − x ) n − (C j − (x + 1)) n 

)
, (16)

here C j is the contention window size at the backoff stage j . The

etailed procedures are given in Appendix A . Therefore, we obtain

[ X N ] = E[ X N 0 ] . 

Next, we move on to obtaining E [ X 

n ] for 1 ≤ n ≤ N − 1 . We can-

ot obtain these using the same procedures as those used for E[ X n 
0 

]

ince nodes may undergo contention at any backoff stage. We use

he probability P n 
i 

that a node is at backoff stage i when n nodes

re left and the previous PS-Poll transmission under n + 1 contend-

ng nodes succeeds. Then we have 

[ X 

n ] = 

m ∑ 

i =0 

P n i · E[ X 

n 
i ] , (17)

here we obtain P n 
i 

by using the steady state probabilities of the

arkov chain model [19] under the saturation assumption, i.e., 

 

n 
i = 

C i ∑ 

k =0 

b i,k , (18) 

here b i, k is the steady state probability at the backoff stage i and

he backoff counter k . 
6 It is assumed that X n and T n 
slot 

are independent. 
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Table 2 

Simulation parameters. 

Simulation parameter Value 

Data rate 0.65 Mbps 

Bandwidth 2 MHz 

PHY header ( T H ) 240 μsec 

Length of PS-Poll 20 bytes 

Length of proposed PS-Poll 28 bytes 

Minimum contention window ( C min ) 32 

Maximum contention window 1024 

Number of groups 6 
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Fig. 4. The average PS-Poll transmission end time according to the number of 

nodes. The lines and marks represent the analysis and simulation results, respec- 

tively. 
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Finally, we get the average PS-Poll transmission end time in the

case of N nodes as 

E[ F N ] = 

(
E[ X 

N 
0 ] · E[ T N slot ] + T s 

)
+ 

N−1 ∑ 

n =1 

(
E[ X 

n ] · E[ T n slot ] + T s 
)
. (19)

4.2.1. Case with no hidden node pair 

In [21] , an approximation for p was proposed with a conditional

collision probability that is independent of the number of retrans-

missions. The authors assumed that no hidden pair exists in the

network. In their model, the collision probability is given as 

p = 

2 C min (n − 1) 

(C 2 
min 

+ 2 C min (n − 1)) 
. (20)

We use this result to get the PS-Poll transmission end time for no

hidden node pair case. 

4.2.2. Case with hidden node pairs 

The conditional collision probability in this case is higher than

that in the case with no hidden node pair since some hidden nodes

attempt their transmissions regardless of on-going transmissions.

In [22] , the authors obtained the collision probability considering

hidden node pairs as 

p = 1 − (1 − τ ) N c −1 [(1 − τ ) N hdd ] k , (21)

where N c and N hdd represent the numbers of contending nodes and

hidden nodes, respectively. k indicates the approximate number of

slot times for 2 T s , which is given by 

k = 

T s /σ

1 + (1 − (1 − τ ) n )(T c /σ − 1) + nτ (1 − τ ) n −1 (T s /σ − T c /σ ) 
. 

(22)

The term [(1 − τ ) N hdd ] k is the probability that hidden nodes should

not access the channel until the current transmission ends. Let P hdd 

denote the probability that any of the two nodes becomes hidden

from each other. Then we have 

N c = N(1 − P hdd ) , (23)

N hdd = NP hdd . (24)

We use the probability p to get the PS-Poll transmission end time

when there are some hidden node pairs. 

4.3. Model validation 

To validate the analytical model, we compare our analysis re-

sults with simulation results that are obtained using an event-

driven simulator written in C++. In the case with hidden node

pairs, nodes are randomly distributed within the AP coverage and

deployed within their mutual coverage as in the case with no hid-

den node pair. Since the PS-Poll transmission end time mainly de-

pends on the node deployment, all the results are averaged over

10,0 0 0 runs. 

Simulation environments follow the IEEE 802.11ah specification

[4] , and detailed simulation parameters are listed in Tables 1 and 2 .

With these parameters, we set T s = 1249 μsec and T c = 849 μsec,

and vary the number of nodes from 1 to 20. Since the probability

of any two nodes being hidden from each other is 0.41 under a

randomly deployed scenario, 7 we let P hdd = 0 . 41 . 

Fig. 4 shows the average PS-Poll transmission end time against

the number of nodes associated with the AP. The analytical result

shows almost the same result with that of simulation. In the cases

with no hidden node pair and with hidden node pairs, the average
7 In [3] , the authors have numerically calculated this probability. 

r  

r  

m

aps between the analytical and simulation results are 4.6% and

.3%, respectively. In the case of 20 nodes with hidden node pairs,

he average PS-Poll end times are 93.3 msec and 36.0 msec with

nd without hidden node pairs, respectively. 

Currently, commercial Wi-Fi APs have a default beacon inter-

al of 100 msec [23] . Since 802.11ah is designed for use in wide

rea sensor networks, its beacon interval is configured to be much

arger, e.g., 5 s [24] . The PS-Poll transmissions take place in a spe-

ific RAW where, for instance, assuming the period of a RAW is one

econd and there are 10 groups, one slot lasts for 100 msec. Then

ll the nodes may not be able to finish their PS-Poll transmissions

n a given time slot when 20 nodes for a group are randomly cho-

en. However, if there is no hidden node pair in the group, the

ame slot duration of 100 msec is sufficiently long enough to ex-

hange PS-Poll and ACK transmissions. This leads us to conclude

hat the existence of hidden node pairs heavily affects network

erformance. 

. Hidden Matrix based Regrouping (HMR) algorithm 

The existing grouping algorithm for 802.11ah reduces the fre-

uency of collisions by simply lowering the allocated number of

odes in each group. The algorithm, however, does not solve the

idden node problem properly since each node is randomly allo-

ated to a group member. To reduce the number of nodes suffering

he hidden node problem, we propose a new grouping algorithm

hat aims to alleviate the hidden node problem using hidden node

elation observed during the network operation. Our HMR algo-

ithm consists of three parts: hidden node detection, hidden node

atrix generation, and hidden node regrouping. 
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Fig. 5. PS-Poll frame structures of the 802.11ah standard and our proposed scheme. Our proposed structure includes additional eight bytes to feed the first PS-Poll transmis- 

sion time of each node back to the AP. 
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Fig. 6. Operation example of collision and hidden node detection. A PS-Poll col- 

lision between nodes 1 and 2 occurrs when they are hidden from each other. In 

this example, t 1 and t 2 are fed back to the AP through the modified PS-Poll struc- 

ture. If the second feedback method is assumed, these time information is fed back 

through control frames in the following data exchange RAW. 

Table 3 

Example of a hidden node matrix. 

1 2 3 4 5 6 

1 0 0 1 0 0 0 

2 0 0 1 1 1 1 

3 1 1 0 0 0 0 

4 0 1 0 0 1 0 

5 0 1 0 1 0 0 

6 0 1 0 0 0 0 
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.1. Hidden node detection 

To detect the hidden node relation between two nodes, we use

 similar method to the time difference-based detection method

ntroduced in [12] , which detects a hidden node pair through the

elp of neighboring APs. Different from this, our scheme does not

ely on neighboring APs. 

Since hidden node pairs are detected in uplink transmission

nly, we use the PS-Poll transmission time as the hidden node

etection metric. Let t n and T PS-Poll denote the start time of the

rst PS-Poll transmission of node n and the duration of the PS-

oll frame transmission, respectively. We infer most likely that two

odes x and y are hidden from each other if the following condi-

ion is met, 

< | t x − t y | < T PS-Poll , (25)

here ε is a small timing variable to cover the propagation delay

nd clock drift offset between nodes. That is, ε should be in be-

ween the propagation delay for 1 km and one backoff slot time.

ince they are 3.33 μsec and 52 μsec, respectively, we set ε to 20

sec. In case of | t x − t y | ≤ ε, nodes x and y are not hidden from

ach other in the proposed detection method. The PS-Poll trans-

ission fails due to the random backoff collision, i.e., a same ran-

om number is selected by nodes x and y . 

If the AP knows t n for all n ∈ N , it can find a hidden node re-

ation between any two nodes. 8 However, this information cannot

e obtained from a PS-Poll transmission in failure because the AP

as no idea about which node has sent the failed packet. There-

ore, the transmitter ID and t n should be fed back to the AP. We

onsider two feedback approaches: i) modifying the PS-Poll frame

tructure in the 802.11ah standard and ii) sending explicit control

rames in other RAWs or best effort region during the same beacon

eriod. Regarding the first approach, we need to have an additional

eader field of eight bytes for t x . Fig. 5 compares the PS-Poll frame

tructures of the 802.11 standard and our proposed structure. That

s, while the original PS-Poll frame has the header of 20 bytes, our

odified frame has 28 bytes. The former is more efficient than the

atter, but requires a modification to the 802.11ah specification. The

atter one is more practical and standard compliant. 

Fig. 6 shows an operation example of the proposed hidden node

etection method. In this example, it is assumed that nodes 1 and

 are hidden from each other. Node 2 transmits a PS-Poll frame

hile node 1 is transmitting, resulting in collision. Later on, nodes

 and 1 succeed in exchanging PS-Poll and ACK frames, and the AP

nows t 1 and t 2 . Since the time difference satisfies the condition

25) , the hidden node relation is detected. 

.2. Hidden node matrix generation 

After receiving all t x , the AP determines the hidden node rela-

ion between nodes according to Eq. (25) . Then it generates a hid-

en node relation matrix where element ( i, j ) has ‘1’ if nodes i and
8 The proposed detection method can report false positives or false negatives 

ecause of the deep fading or inaccurate RSSI measurement. n
 are hidden from each other, and ‘0’ if their hidden node relation

as not been detected yet. The hidden node matrix is symmetric

nd updated every TBTT. All the elements are initially set to 0. 

Table 3 shows an example of a hidden node matrix when there

re six nodes in a group. In this example, nodes 1 and 3 and nodes

 and 5 are hidden from each other, respectively, and nodes, 3, 4,

, and 6 are hidden from node 2. 

.3. Hidden node regrouping 

The HMR algorithm uses the hidden node relation matrix to re-

roup hidden nodes 9 that have been detected during each TBTT. It

uns for each group in turn at each TBTT. Initially the HMR chooses

 node experiencing the hidden node problem, and moves it into

ome other group where it does not have the hidden node prob-

em. Each node is allocated for a group randomly according to (1) . 

Algorithm 1 shows how our proposed hidden node regrouping

lgorithm works. Our algorithm runs for each group sequentially

line 1). The algorithm initially selects a group and creates the list

f nodes for the group (line 2). If there is no node experiencing

he hidden node problem or no node left in the list for selection,

he algorithm stops (line 3). The AP starts the regrouping algorithm

rom a node that has the highest number of hidden nodes (line 4).

he algorithm tries to put the selected node into a group where it

oes not have any hidden node. 

The AP selects a group m for the selected node (line 5), and

hecks whether the node has any hidden node in group m (line 6).
9 The group ID change is supported by the 802.11ah specification, named Dy- 

amic AID Assignment. 
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Algorithm 1 Hidden node regrouping algorithm. 

1: for All groups do 

2: Create the list of nodes for the current group. 

3: while there exists any node suffering the hidden node prob- 

lem in the list do 

4: Select a node that has the highest number of hidden nodes. 

5: Select a target group, say m , for the selected node. 

6: if group m has no node hidden from the selected node 

then 

7: Put the selected node into group m and remove the se- 

lected node from the list. 

8: else 

9: if group m is the last group then 

10: Remove the selected node from the list. 

11: else 

12: m ← m + 1 modulo N group and go to line 5. 

13: end if 

14: end if 

15: end while 

16: end for 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 7. The number of hidden node pairs in groups 1 and 2 according to TBTT. 
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If there exists, the AP attempts a next group for the node (line 12).

If not, the node will be moved into group m and removed from the

list (line 7). If all the groups for the selected node have been tried

but there is no group that helps the selected node avoid the hid-

den node problem, the selected node will be removed from the list

and remain in the current group (line 10). This means that it is not

possible for this node to avoid the hidden node problem anyway.

Then the AP selects a next node for regrouping that has the next

highest number of hidden nodes (line 4). 

Then the algorithm runs for the next group if there is neither

a hidden node nor any node that needs regrouping. After running

for all the groups, the algorithm stops and will run again at the

next TBTT. 

Algorithm 1 is heuristic and the information on hidden node

relation is gradually obtained by self-learning procedures. As a re-

sult, the number of hidden node pairs can temporarily increase but

gradually decreases in the long run because the HMR algorithm al-

ways chooses a group with the highest number of hidden nodes.

The statistical results of the proposed HMR algorithm is presented

in Section 6 . 

5.4. Discussion: multiple APs case 

The proposed HMR algorithm is not limited to the case of a

single AP, and can be applied for the case of multiple APs, which

is called overlapping BSS (OBSS) in the 802.11ah standard. The al-

gorithm is designed for each AP to work independently in solv-

ing the hidden node problem. When neighboring APs use a same

channel with no communication link between them, hidden node

pairs may co-exist with OBSS nodes, named OBSS hidden nodes.

Because OBSS nodes are not able to feed their failed transmission

times back to other APs, the AP cannot find hidden node relation

between its associated nodes and OBSS nodes. Packet transmis-

sion failures due to transmission from OBSS hidden nodes cannot

be distinguished from those caused by error-prone channels. As a

result, hidden node relations are correctly detected only within a

network while the delay increases in the PS-Poll transmissions. 

To reduce the increased delay, the AP changes its transmission

time slot for each group occasionally. By doing so, the AP can al-

locate time slots well to achieve a less transmission end time by

putting a smaller number of OBSS hidden nodes into each time

slot. 
Note that, if a neighboring AP uses a different channel, it does

ot interfere with the other AP at all. Because there are 13 inde-

endent channels, each with 2 MHz bandwidth, the neighboring

P can find a different channel easily. In case the neighboring AP

ses a same channel, the 802.11ah standard defines sectorization

o solve the OBSS problem through a communication link between

Ps [4] . APs can adjust their time slots to avoid interference or to

mprove spatial reuse. 

. Simulation results 

In this section, we evaluate the performance of the proposed

MR algorithm against the 802.11ah standard, i.e., random group-

ng, with respect to the number of hidden node pairs, the PS-Poll

ransmission end time, and the number of retransmissions. 

.1. Simulation settings 

We consider an 802.11ah network with an AP whose transmis-

ion range is 1 km. Within the network, 120 nodes are uniformly

istributed. The AP has buffered packets for all the nodes. The path

oss exponent is set to 3. We assume an ideal channel condition

hat has neither channel error nor capture effect. All the nodes

perate in the power saving mode. Each node transmits a PS-Poll

rame in the first RAW, and data transmissions follow in the next

AW of the same TBTT as shown in Fig. 2 . 

As a modulation and coding scheme (MCS), we use a basic rate

ith BPSK modulation at a 1/2 coding rate, which transmission

ate is 0.65 Mbps when a 2 MHz bandwidth is applied. The sys-

em parameters for the 802.11ah standard [4] and other simulation

arameters are listed in Table 2 . Each simulation runs for 100 bea-

on intervals (i.e., TBTTs). Since the performance of our proposed

MR algorithm heavily depends on node positions, simulations are

erformed 100 times with random node distributions, and their re-

ults are averaged. 

.2. Simulation results 

The performance metric we are interested in is the number of

idden node pairs as the TBTT goes by. Fig. 7 shows the number

f hidden node pairs for groups 1 and 2 according to the TBTT. All

he six groups show a similar tendency of rapid decrease in the

umber of hidden node pairs with the TBTT. 

The decreasing slope is steep at the early stage, and gradually

ecomes gentle after 20 TBTTs. At 48 TBTT, the number of hidden

ode pairs is reduced by more than 95% compared to that of the
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Fig. 8. Example of regrouping results for each group. 
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Table 4 

Simulation results. 

# of Hidden pairs Avg. PS-Poll end time (msec) 

11ah HMR HMR w/ O 11ah HMR HMR w/ O 

Group 1 79 .9 1 .5 1 .9 95 .4 41 .8 50 .3 

Group 2 78 .7 1 .3 1 .4 95 .5 34 .3 40 .8 

Group 3 80 .7 1 .1 1 .2 91 .7 25 .5 35 .9 

Group 4 79 .5 1 .3 1 .1 95 .1 29 .0 30 .9 

Group 5 80 .1 1 .3 1 .4 92 .7 23 .5 31 .4 

Group 6 79 .3 1 .3 1 .5 95 .6 24 .0 29 .1 

Total 478 .2 8 .2 8 .4 566 .0 178 .4 218 .5 

r  

s  

s  

s

 

e  

w  

r  

s  

n  

t  

p

 

u  

c  

r

 

nitial hidden node pairs, and the reduction rate is marginal after-

ards. Sometimes the number of hidden nodes does not decrease

ccording to TBTT, e.g., at 1 TBTT for group 1 and at 7 TBTT for

roup 2. This is because our HMR algorithm heuristically changes

he allocated group one by one without using the whole hidden

ode pair information. As the algorithm runs, it always shows the

ame tendency of dramatic reduction in number of hidden node

airs. 

Fig. 8 shows an example of regrouping results for each group.

he AP is located at (0, 0), and 120 nodes are randomly distributed

ithin the AP’s coverage. Each group is marked with a different

ymbol. Initially, nodes are randomly grouped for six groups result-

ng in 479 hidden node pairs. After 20 TBTTs, the number of hid-

en node pairs has been reduced by half, i.e., 203 and nodes that

re geographically close tend to be grouped together as shown in

ig. 8 (c). After 30 TBTTs, there are only 35 hidden node pairs left. 

In terms of the number of hidden node pairs and the PS-Poll

nd time, we compare our algorithm against the 802.11ah standard

lgorithm, and present the results in Table 4 . While the 802.11ah

tandard has 478 number of hidden node pairs in total, our pro-

osed algorithm has only 8. This means that our regrouping pro-

osal reduces hidden node pairs by 98% compared to the standard

rouping algorithm. Without grouping, the average total number of

idden node pairs reaches 2927. 

Owing to a huge reduction of our proposal regarding the num-

er of hidden node pairs, it achieves the PS-Poll end time per-

ormance of 178.4 msec while the 802.11ah standard algorithm

chieves 566.0 msec, i.e., 68.5% reduction. We also compare the

wo algorithms in terms of the number of retransmissions. The av-

rage numbers of retransmissions in our proposal and the 802.11ah

tandard algorithm are 15.0 and 56.6, respectively. Our algorithm
 d  
educes the number of retransmissions by 73.5% compared to the

tandard algorithm. Therefore, our algorithm is able to save energy

ignificantly, which is an important factor in sensor network de-

ign. 

The “HMR w/ O” in Table 4 represents that OBSS hidden nodes

xist in the network. It is assumed that the OBSS hidden nodes al-

ays have packets to transmit, i.e., saturated traffic condition. The

esults show that the proposed HMR the HMR algorithm works

tably in this scenario, i.e., the number of hidden node pairs does

ot change much. However, the average PS-Poll transmission end

ime of the HMR with OBSS hidden nodes increases by 22.5% com-

ared to that without OBSS hidden nodes. 

Note that the end time increase is not small because of the sat-

rated traffic condition for the OBSS hidden nodes, i.e., the worst

ase. Therefore, the PS-Poll end time will be reduced with a more

ealistic traffic assumption. 

Fig. 9 shows the frequency distribution for the number of hid-

en node pairs per group. We run 350 simulations and the num-



30 S.-G. Yoon et al. / Computer Networks 105 (2016) 22–32 

Fig. 9. Frequency distribution for the number of hidden node pairs per group. 

Fig. 10. Hot spot topologies. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Table 5 

Average number of hidden node pairs. 

One hot spot Two hot spots 

11ah HMR 11ah HMR 

Group 1 73 .6 3 .1 51 .5 1 .7 

Group 2 74 .8 1 .7 51 .5 1 .0 

Group 3 75 .9 1 .6 51 .0 2 .0 

Group 4 75 .9 1 .4 51 .0 1 .7 

Group 5 77 .6 1 .5 51 .0 1 .7 

Group 6 74 .8 2 .4 50 .6 1 .4 

Total 452 .6 11 .6 306 .5 9 .4 
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h  
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r

 

ber of groups is six, resulting in 2100 samples in the graphs. The

802.11ah grouping method shows a Normal distribution for the fre-

quency distribution of hidden node pairs according to the cen-

tral limit theorem and the average number of hidden node pairs

in a group is 78.5. On the other hand, our proposed HMR algo-

rithm shows an exponential distribution. It reveals that about 95%

of groups have less than or equal to 5 hidden node pairs. The av-

erage and maximum numbers of hidden node pairs are 1.6 and 36,

respectively. It is confirmed that our algorithm significantly out-

performs the 802.11ah grouping method. To reduce the number of

hidden node pairs when it seems high, the AP can re-initiate the

HMR algorithm by choosing members of each group randomly. 

We simulate two other topologies which are shown in Fig. 10 .

For the topology shown in Fig. 10 (a), 30% of nodes are deployed

in the hot spot area and the other 70% are randomly deployed in

the network. In the other topology, i.e., Fig. 10 (b), half of the nodes

are in each hot spot. Table 5 shows the simulation results that are

averaged for 100 simulations. For the 802.11ah grouping method,

the one hot spot topology shows a similar number of hidden node

pairs to that of random deployment, and a two hot spot topol-

ogy has less hidden node pairs than a one hot spot topology. For

the proposed HMR algorithm, the average numbers of hidden node

pairs for the both topologies are much smaller, i.e., about 10, than

those of the 802.11ah grouping method. 
l  

d  

b  
. Conclusion 

The IEEE 802.11ah standard has been proposed to have a much

onger transmission range and an enhanced power save mode to

ervice a wide area for sensor networks applications. However, the

idden node problem can be exacerbated especially when many

odes in sleep mode are activated simultaneously. As a solution,

he 802.11ah standard proposed a group-based contention algo-

ithm, but it is not a satisfactory solution to the problem. 

To evaluate the performance degradation, this paper has ana-

yzed the PS-Poll transmission end time with and without hid-

en node pairs. Then we have proposed a hidden node matrix

ased regrouping (HMR) algorithm that consists of time difference-
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[  
ased hidden node detection, hidden matrix generation, and hid-

en node regrouping. Through extensive simulations, we have con-

rmed that our proposed HMR algorithm significantly outperforms

he 802.11ah standard grouping algorithm. Compared to the stan-

ard algorithm, the HMR algorithm reduces the number of hid-

en node pairs by 98.3% and the PS-Poll transmission end time by

8.5% when the AP covers 120 nodes. The HMR algorithm also per-

orms well with OBSS hidden nodes and hot spot topology. 
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ppendix A. Derivation details for E[ W 

n 
j 

] 

E[ W 

n 
j 

] is obtained by taking the minimum of the random vari-

bles. Let W 

n 
j 

= min (W 1 , W 2 , · · · , W n ) . We have W 

n 
j 

> x if W 1 , W 2 ,

��, W n > x . Since W j has a discrete uniform distribution in (1, C j )

here C i is the maximum contention window size for backoff stage

 , we have 

 [ W j > x ] = 

C j − x 

C j 
. 

e also have 

 [ W 

n 
j > x ] = 

(
C j − x 

C j 

)n 

. 

hen the cumulative distribution function of W 

n 
j 

> x is given by 

 W 

n 
j 
(x ) = 1 −

(
C j − x 

C j 

)n 

. 

he probability mass function of W 

n 
j 

> x is 

f W 

n 
j 
(x ) = F W 

n 
j 
(x ) − F W 

n 
j 
(x − 1) (A.1) 

= 

1 

C n 
j 

(
(C j − x ) n − (C j − (x + 1)) n 

)
. 

inally, we obtain 

[ W 

n 
j ] = 

C j −1 ∑ 

x =0 

x 

C n 
j 

(
(C j − x ) n − (C j − (x + 1)) n 

)
. 
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